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1. Information Security Risk Management

Information security risk management is the process of identifying and mitigating threats and risks to the confidentiality, integrity or availability of information.  It involves identifying what information is at risk, determining the relative magnitude of risk, and deciding what to do about the risk. The goal of risk management is to ensure that risks remain within acceptable bounds, and that the cost of 
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2. The TRA Template

The TRA template has been developed to guide health care organizations that wish to implement an information security risk management program.  Additional information concerning the threat and risk assessment can be found in the Background Paper on Threat and Risk Assessment, and in the references identified in Appendix A.

Before sharing or communicating sensitive and confidential information, users must be aware that different health care organizations face different threats and differ in the resources they can use to address security, and so it is not realistic to assume that all health care organizations prescribe to the same level security practices.
countermeasures are affordable. Risk management is a collaborative process where representatives of various interest groups develop a shared understanding of requirements and options.

The risk management process includes the following steps, as illustrated in figure 1:

· Planning

· Threat and Risk Assessment

· Decision

· Implementation

· Evaluation
The scope of this document is limited to security threats and risks to Information systems. Thus, this template does not aim to cover all potential threats and risks to and from health information systems. For instance, it does not cover potential threats and risks related to:

· the computerization process itself (ex. erroneous modeling, programming mistakes, poor implementation procedures, resistance to change);

· the legal environment (ex. court challenges, interventions from independent authorities such as data protection commissioners or  ethical review boards);

· the economical environment (ex. closing or bankruptcy of a key provider, software and    hardware, obsolescence);

· the social environment (ex. pressures from third parties to secure access to information for incompatible purposes).

Nevertheless, the underlying approach of the template could be applied to these other, potentially disruptive threats and risks.
3. Planning

The Planning Phase for the Information Security Risk Management Process involves the following activities:

· Developing a picture of the environment

· Developing a picture of the organization

· Developing a picture of the IT infrastructure

· Setting priorities for TRA

· Budgeting time, money and human resources

3.1 Developing a Picture of the Environment

Every health care organization operates in a unique environment posing specific risks to the security of information.  It is important to understand the environment and the threats that it poses.  For example, a health care organization in a major urban center will have different security requirements than a facility in a rural community.   An organization that allows remote electronic access to information systems has different needs than an organization that keeps its information within the walls of its facility.  Law enforcement, emergency services agencies and security specialists can be very helpful in developing a picture of the local environment, and identifying known threats to businesses or organizations in the area.

3.2 Developing a Picture of the Organization

It is important to develop a picture of the organization that will help to focus priorities for security risk management.  The perspective will vary from organization to organization.  For example, an organization occupying a number of facilities may choose to describe itself in physical terms, identifying each facility as an entity.  A large complex organization may describe itself in functional terms, by division or section.  This picture is used to identify, at a macro level, priorities for risk management.

3.3 Developing a picture of the IT infrastructure

Information flow throughout an organization may be complex and may not always reflect the hierarchical or matrixed nature of the organization. A flow chart or network diagram may be necessary to accurately portray this flow. The following should be kept in mind when developing such a chart or diagram:

a) Direction of the information flow pattern.

b) Interconnectivity of the IT physical resources (workstations, routers, servers, etc.).

c) Indication of the points where the security policies within the organization may change.  This is necessary when multiple security policies are in effect in the same organization.

d) Indication of the points where the resources of the organization interface with external entities.  This could be an Internet access point or a dial-in remote access, for example.

3.4 Setting Priorities for TRA

Few organizations have the resources or skills to conduct a detailed threat and risk assessment for the entire enterprise.  Based on a high level evaluation of the organization and external environment, information security risk managers must establish priorities for threat and risk assessment.   A TRA can be conducted for a facility, an organizational unit or an information system.  In establishing priorities, organizations should consider the value or sensitivity of information assets, known risks, threats or vulnerabilities, and the potential consequences of a security breach.

3.5 Budgeting Time, Money and Human Resources

The information security risk management process requires an investment in time, money and human resources.  Organizations must budget for the resources required to carry out the TRA, and must be prepared to make necessary investments to implement approved recommendations.   The TRA process requires significant staff involvement.  Organizations must be prepared to allow staff the necessary time to participate in this important activity.

4. Threat and Risk Assessment

The TRA is a snapshot of your organization and information systems infrastructure at a point in time.  It enables the information security risk manager to conduct an objective assessment of information security needs, and to recommend appropriate safeguards.  The TRA consists of the following steps:

· Preparation

· Asset Identification

· Analysis

· Recommendation

4.1 TRA Preparation

In preparing for a TRA, the organization must do the following:

· Determine the Scope of the TRA - The scope of the TRA should be defined in a way that provides reasonable limits to the activity.  The scope is often defined in terms of an organizational unit, facility or information system as determined by the priority setting process discussed in section 3.3.  For example, the scope could be defined as all information contained in a specific building, or all information contained in the finance or medical records section, or all information used by a specific computer application such as a lab or patient care system.

· Establish a TRA Team—A person with training or experience in TRA should be appointed as team leader.  Team members should be selected from staff or system users who are familiar with the internal and external environments, and with the information used to support business activities.  The size of the team will depend on the scope of the TRA.

· Identify and Define the Purpose of Information Management Systems—The TRA team should identify at a high level all information management systems operating within the scope of the TRA.  This includes both electronic and paper-based systems.  The purpose(s) of each system should be defined.  For example, the system could be used for one or more of patient care, finance and billing, research, administration, etc.

4.2 Identifying Information System Assets

Assets are tangible items that could be the objects of security threats.  An asset is something that can be lost, stolen, destroyed, or modified.  As a result, assets must be protected in some way.  The level of protection will depend on the asset’s value, sensitivity, or importance to the organization.

The first major step in the TRA process is to identify all assets that require protection.  If your organization already has an inventory of information system assets, an inventory listing can be used in this exercise.  The three main categories of information system assets are:

· Data

· Hardware

· Software

The organization may wish to add other categories as appropriate.

Identifying Data

When we talk about information security, we are usually talking about the security of sensitive data.  Data must be protected to ensure confidentiality, integrity and availability.  It is important to know what data is in the possession of the organization, how many copies of the data exist, and where the data is stored.  This includes data held in electronic and paper files.  Use table 1 to identify data included within the scope of your TRA.  Complete the following information:

Description  – A general description of the file, database, or records.

Media – The media in which the data is stored (e.g. hard drive, CD-ROM, paper, magnetic tape, diskette, etc.).

Directory or File Name – the directory or file name under which the data is stored.

Who has access – The individuals or groups of individuals who have approved access to the data. Organization should also consider logical or physical points of access to data.

Number of copies – The number of copies of the data stored in all locations.

Location(s) – The physical location of each copy of the data.

Sensitivity - The sensitivity captures the importance of the data.

Table 1—Data Identification

	Data

	Description
	Media
	Directory or File Name
	Who has access
	# of copies (if applicable)
	Location(s)
	Sensitivity

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Identifying Hardware

Security of hardware is necessary to ensure the confidentiality, integrity and availability of information.  In addition to the value of the hardware asset, sensitive data or valuable software contained on the device must be considered.  For the purposes of TRA it is often useful to group similar hardware assets that are subject to similar threats.  For example, in a section with 15 desktop computers used for the same general application, all 15 computers could be assessed as a group thus simplifying the TRA process.  However, each device should be inventoried in the event of loss or theft.  Section 3.3 (picture of the IT infrastructure) will provide assistance in identifying hardware.


Use Table 2 to identify hardware assets included within the scope of your TRA.  Complete the following information:

Description – A general description of the hardware device and backup systems (e.g. Server, Desktop computer, printer, fax machine, external storage drive, backup devices, software, etc.).

Model and Serial Number(s) – The model and serial numbers of each hardware device.

Location(s) – The physical location of each hardware device.

Table 2—Hardware Identification

	Hardware

	Description
	Model/serial Number(s)
	Location(s)

	
	
	

	
	
	

	
	
	


Identifying Software

Security of software is necessary to ensure the confidentiality, integrity, and availability of information.  Software is necessary to input, access, process, output and store data.  For the purposes of TRA it is often useful to group similar software assets that are subject to similar threats.  For example, in a section with 15 workstations equipped with the same software packages, all 15 workstations could be assessed as a group thus simplifying the TRA process.  However, each software package should be inventoried in the event of loss or theft. Section 3.3 (picture of the IT infrastructure) will provide assistance in identifying software.

Use Table 3 to identify software assets included within the scope of your TRA.  Complete the following information:

Description – Type of software (e.g. Database management, word processing, spreadsheet, communications, backup copy of software, etc.).

Title and Version Number – the title and version number of the software (e.g. Word V.7, WordPerfect 6.1).

Licence Number – Registered license number(s) of the software.

Location – The physical location of each copy of the software.

Table 3 – Software Identification

	Software

	Description
	Title  and Version Number
	Licence Number
	Location

	
	
	
	

	
	
	
	

	
	
	
	


4.3 Threats and Impacts 

Once the assets requiring protection are identified, it is necessary to identify potential threats to those assets and the possible impact of the threat.  Threats can be considered for individual assets or groups of assets.  Local law enforcement, emergency services agencies, or security specialists can be helpful to identify specific threats in your area.  Use Table 4 to identify the potential threats and impacts.  Complete the following information:

Asset – identify the asset being considered.

Threats – identify the various threats to the asset under consideration.  Examples of possible threats are listed in Table 4.


Impact – For each threat, identify the possible impact if the threat is realized (place a checkmark in the appropriate box):

· Disclosure – unauthorized disclosure of information

· Interruption – interruption in the availability of data or service

· Modification – unauthorized or unintentional modification of data or software

· Destruction – unauthorized or unintentional destruction of data, hardware or software

· Loss  – unauthorized removal or theft of asset

Table 4 – Threat Assessment

	Threat Assessment

	Asset:

	Threats
	Impact

	
	Disclosure
	Interruption
	Modific-ation
	Destruction
	Loss

	Theft
	
	
	
	
	

	Vandalism
	
	
	
	
	

	Fire
	
	
	
	
	

	Flood
	
	
	
	
	

	Hackers
	
	
	
	
	

	Viruses
	
	
	
	
	

	Internal personnel threats 
	
	
	
	
	

	Power failures
	
	
	
	
	

	Etc.
	
	
	
	
	


4.4 Existing Safeguards

Most organizations have some level of security in place.  It is important to identify and evaluate existing safeguards for their effectiveness.  This may result in a determination that the existing safeguards are adequate, or that the existing safeguards require 

enhancement or replacement.  Use Table 5 to describe existing safeguards for each threat and impact identified in Table 4.  An example is included in Table 5.

Table 5 – Existing Safeguards
	Asset
	Threat
	Impact
	Existing Safeguards

	Desktop Computers
	Theft
	Loss 
	· Building locked after hours

· Restricted access to work area


4.5 Risk Assessment

In the context of information security, risk is the aggregate of:

· The likelihood that a threat will actually occur – It is important to understand the chances that a threat will actually occur.  For example, in an area with a high crime rate, the likelihood of a theft occurring may be high.  In a rural area with a very low crime rate, the likelihood of theft may be very low.

· The vulnerability to a threat if it did occur – In consideration of existing safeguards, is the organization still vulnerable to the possible threat?

· The impact or consequences if threat did happen – Are the potential impacts of a threat serious enough to warrant additional safeguards?

Use Table 6 to assess the risk for each asset and threat identified in Table 5.  Complete the following information:

Threat:  From Table 5

Impact:  Rate the potential impact to the organization, its staff or its clients should a threat be realized as follows:

· Not serious – little or no damage (includes reputation - personal, financial, etc.) or inconvenience will occur

· 
Serious – measurable damage (includes reputation - personal, financial, etc.) or inconvenience will occur

· Very serious – significant damage (includes reputation - personal, financial, etc.) or inconvenience will occur

Likelihood:  Rate the likelihood of a threat actually occurring as follows:

· Low – little or no chance of a threat occurring.

· Moderate – some reasonable chance of a threat occurring (there may be some history of the threat occurring in the past).

· High – a very good chance that the threat will occur (there may be history that the threat occurs with some frequency).

Vulnerabilities:  Describe any gaps in existing safeguards that could be exploited by a threat agent (e.g. Periods of time when the work area is not guarded, open lines to the Internet).

Risk:  Rate the risk to the organization as:

· Low - requires some attention and consideration for safeguard implementation

· Moderate - requires attention and safeguard attention in the near future

· High - requires immediate attention and safeguard implementation
Table 6—Risk Assessment

	Threat
	Impact
	Likelihood

(Low, Moderate, High)
	Vulnerability
	Risk

(Low, Moderate, High)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


4.6 Proposed Safeguards 
Safeguards are steps the organization can take to reduce their vulnerability to specific threats and mitigate risks.  For each threat identified as a high or moderate risk, the TRA team should brainstorm about possible safeguards.  Law enforcement, 

emergency service, or security specialists may be able to provide useful suggestions for safeguards.  After identifying possible safeguards, each safeguard should be evaluated for impact and cost.  Use Table 7 to identify and evaluate possible safeguards.  

Complete the following information:

Threat:  from Table 6.

Safeguards:  list all possible safeguards.

Adjusted risk: for each safeguard, indicate the impact on risk from Table 6 as follows:

· high to moderate

· high to low

· moderate to low

· no impact
Cost: for each safeguard, provide some indication of relative costs as follows:

· Low – under some defined value (e.g. <$5000)

· Moderate – within some reasonable range (e.g. $5000 to $100,000)

· High – above some defined value (e.g. >$100,000)

Table 7—Safeguards 

	Threat
	Safeguards
	Adjusted Risk
	Cost

	
	
	
	

	
	
	
	

	
	
	
	


4.7 Recommendations
An assessment of the adequacy of existing or proposed safeguards, which protect system assets, forms part of the TRA process.  Where the assessment of safeguards indicates that certain vulnerabilities are not appropriately offset, appropriate additional safeguards would be recommended in order to reduce the risk to an acceptable level. Conversely, if safeguards were no longer appropriate, their removal would be recommended. If additional safeguards cannot reduce the risk to an acceptable level for an acceptable cost, the risk may be avoided or transferred by moving the location of the system, or removing the asset that is at risk.

The TRA Team should prioritize the threats identified during the TRA on the basis of impact, risk and sensitivity.  The team should then prepare recommendations based on their assessment of the 

risk to the organization.  Use Table 8 to prepare recommendations. Complete the following information:

Priority/Rank: Rank the recommendation in order of priority, with 1 being the highest priority.

Threat: From Table 7.

Risk: From Table 6.

Recommendation: Identify recommended course of action as follows:

· Reduce – reduce risk by implementing recommended safeguard 

· Accept – accept and acknowledge risk.  No action required at present time

Safeguard  – recommended countermeasure from Table 7.

Cost – cost of countermeasure (note: management may require a more precise estimate of cost than that indicated in Table 7)
	Priority/Rank
	Threat
	Risk
	Recommendation
	Safeguard
	Cost

	
	
	
	
	
	

	
	
	
	
	
	


5. Decision

The TRA process provides the management with an appreciation of the security status of the system.  The TRA recommendations will either suggest possible changes to the existing design/layout of the infrastructure or suggest the acceptance of the risk.  

Each option will have an associated cost: that is; risk, time, money, people, and equipment. Management must choose the most appropriate option based on the likelihood of the undesirable or intolerable consequences of a threat scenario occurring.

6. Implementation

Safeguards can be technical and /or non-technical.  Non-technical safeguards include the establishment of the administrative security structure, personnel and physical security measures, and the establishment and documentation of security measures, and the establishment and documentation of security procedures and practices.

Merely selecting appropriate safeguards does not reduce risk.  Those safeguards must be effectively implemented.  Moreover, to continue to be effective, risk management needs to be an ongoing process.  This requires a periodic assessment and improvement of safeguards and re-analysis of risks.

Before implementation of any safeguards, management needs to consider many factors, including:

· Organizational policy, legislation, and regulation requirements

· Safety, reliability, and quality requirements

· System performance requirements

· Timeliness

· Cost of security measures

· Technical constraints

· User acceptability

· Liability

· Reputation and Integrity of the organization

Responsibility for the implementation of the approved safeguards should be assigned to an appropriate individual.  An implementation schedule and adequate budget should be established.

7. Evaluation

Once a recommendation is implemented, management must evaluate the safeguards for effectiveness by revisiting the TRA analyst process. Evaluation is a comprehensive assessment of the technical and non-technical security safeguards selected that establishes the extent to which the system infrastructure satisfies the security requirements.

Over the operational lifetime of the system, system design changes will be required to accommodate departmental and organizational growth, equipment upgrades, changes in asset sensitivity, changes in assessed risk, new threats and changes in the business function of the system.  If the changes do not pose a significant risk, the changes can be made without having to re-enter the risk management process.  If the risk is significant, the risk management process should be re-entered to ensure that appropriate safeguards are implemented in the system.

The TRA should be updated on a periodic basis or whenever changes are planned to the systems or environments in which the information is processed and stored.  Regular reviews allow management to revisit the TRA document and assess whether information security requirements have changed. Regular reviews are necessary because of the dynamic environment in which information systems operate and availability of technologies to threat agents to help them attack the information systems of the organization.

Appendix A

Suggested Website References 

Federal Government

RCMP TRA guide. 

http://www.rcmp-grc.gc.ca/html/guide-e.htm
Treasury Board Secretariat CIO (Chief Information Officer)

http://www.cio-dpi.gc.ca/pki/pki_index_e.html
Communications Security Establishment

http://www.cse-cst.gc.ca/
Interdepartmental PKI Task Force

http://www.cio-dpi.gc.ca/pki/pki_index_e.html
Security Incident Response

Canadian Computer Emergency Response Team CanCERTTM
http://www.cancert.ca
EWA-Canada, Ltd. (IT Security Engineering Services)

www.ewa-canada.com
PKI & Cryptography:

Vendors:

http://www.entrust.com/
http://www.rsa.com/
Miscellaneous:

Systems Security Engineering – Capability Maturity Model (SSE-CMM)

http://www.sse-cmm.org/
COACH Security and Privacy Guidelines for Health Information Systems.

http://www.coachorg.com
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Glossary of Terms

Analyze

  To study or determine the nature and relationship of the parts.

Assess 

To evaluate the extent to which certain factors (Threats, Vulnerabilities and Risks) affect the IT environment.

Asset 

Any item that has value.

Availability 

The condition of being usable on demand to support business functions.

Confidentiality 

The sensitivity of information or assets to unauthorized disclosure, recorded as classification or designation, each of which implies a degree of injury should unauthorized disclosure occur.

Critical 

Crucial, decisive.

Evaluate 

To determine the amount or worth of, or to appraise.

Impact 

Effect of one thing on another.

Integrity 

The accuracy and completeness of information and assets and the authenticity of transactions.

Likelihood 

The state or quality of being probable, probability.

Process 

A series of continuous actions to bring about a result.

Risk

The chance of vulnerability being exploited.

Risk Assessment

An evaluation of the chance of vulnerabilities being exploited based on the effectiveness of existing or proposed safeguards.

Safeguards 

Actions or measures taken to offset a particular security concern or threat.

Threat 

Any potential event or act, deliberate or accidental, that could cause unauthorized disclosure, destruction, removal, modification, or interruption of sensitive information, assets or service, or injury to people.

Threat Assessment  

An evaluation of the nature, likelihood, and consequences or acts or events that could place sensitive information and assets at risk.

Vulnerability 

Weakness.
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Information Security Risk Management

Health Service Organizations are increasingly becoming more dependent upon Information Systems for normal day to day business activities.  It is therefore essential for the effective and efficient operation of Health Service Organizations that the availability, integrity and confidentiality of Information Systems and associated data are maintained.

The need for such protection arises because Information Systems are potentially vulnerable to unwanted events, or threats from within an organization and from outside. There is also the risk of legal liability if Information Systems are misused.

Risk management is the process of identifying and mitigating threats and risks to the confidentiality, integrity or availability of information.  It involves identifying what information is at risk, determining the relative magnitude of risk, and deciding what to do about the risk.

The goal of risk management is to ensure reasonable steps have been taken to prevent situations that can interfere with accomplishing the organization mission.

Following are standard activities and processes that must be performed when conducting a risk assessment:

1. Organizational self-assessment - Management must begin by addressing the following questions:

· Has your organization undertaken the task of performing a risk assessment?

· What is the impact on business goals and objectives if risks materialize?

· Which risks should be accepted?

· Which risks are unacceptable?

· What security safeguards are available to reduce risks on an acceptable level?

· Who is responsible for the implementation of risk reduction measures?

· How will the safeguards be implemented? When?

· How effective are the safeguards already in place?

2. Risk Management process - A risk management process must include the following activities:

1. Collection of information concerning the physical and logical assets, threats, vulnerabilities, and existing safeguards.

2. Comparison of vulnerability of information to the identified threats to determine if the threats can exploit the known vulnerabilities.

3. Determination of the impact due to specific threats.

4. Identification of exposures such as:

- Ineffective safeguards

- Changes to the environment that introduce new threats

5. A rating of  the likelihood of a threat occurring

6. Recommendations including priorities for implementation

7. Evaluation on an as required basis (at least annually) of the current organizational security posture, including practices, safeguards, controls and any other assurance mechanisms to ensure their adequacy.

3. Choices to handle risk - Once a risk is identified, a decision must be made as to how to handle the risk from the following options:
· Reduce the likelihood of the occurrence of threats

· Reduce the impact of threat occurrences

· Accept the risk (e.g. if the expected cost of loss is loss is lower than the cost to correct the exposure).

4. Responsibilities – All stakeholders within a Health Service Organization must be clear on their roles and responsibilities:
· Senior management is responsible for:

· demonstrating to all levels of the organization a firm commitment to planning for and supporting information security risk management;

· assigning responsibility to appropriate person(s) to undertake information security risk management; and,

· assigning responsibility to appropriate person(s) to undertake information security risk management.

· Information security risk managers are responsible for gathering the input data, determining risk and presenting the information to senior management.

· Users are responsible for providing accurate information on business functions.

· Operations staff is responsible for supplying information about hardware, software, and procedural functions.

· Internal auditors are responsible for independently examining and evaluating the organization's activities.

Threats change continuously.  A threat and risk assessment provides a snapshot of vulnerabilities in an ever changing, dynamic system.  Therefore, risk management must be part of an ongoing process re-evaluating old threats, identifying new threats, and implementing effective safeguards to protect information systems assets.
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